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Pursuant to the provisions of Regulation (EU) 2016/679 (“Regulation on the protection of natural persons with regard to the processing of personal data and on the free movement of such data”, hereinafter “the EU GDPR”), we hereby inform you that the University of South Florida (hereinafter referred to as “USF”), in its capacity as a Data Controller, pursuant to Article 12 of the EU GDPR, of the processing of your personal data and information, is required to provide you with the following information:
1. All personal data you have provided to USF, as well as any entity from who personal data are collected, and all the further data provided in order to allow the conduct of business with you, will be processed and handled by USF in accordance with its policies and with the aforementioned EU GDPR, and with the principles of fairness, lawfulness, transparency, purpose limitation, accuracy, storage limitation, integrity and confidentiality and accountability, as well as the utmost protection of your privacy.
2. All data shall be processed exclusively for USF institutional purposes, connected or related to the conduct of business with you. In particular the data supplied or collected will be processed for the following purposes:
a. To fulfill the obligations established by any applicable law, including the regulations or the European Union Law, with specific reference to immigration, labor, tax, social security contributions requirements, formalities, and the like;
b. To execute the contractual obligations between you and USF.
c. Any refusal to provide information will make it impossible for USF to conduct business with you.
3. All personal data will be collected and processed automatically and/or manually in compliance with the provisions of the EU GDPR and by adopting the appropriate data protection measures, securing strictly monitored access.
4. You will be able to exercise any and all other rights, as applicable, pursuant to Articles from 15 to 22 of the EU GDPR, namely right of access, right to rectification, right to erasure or “to be forgotten”, right to restriction of processing, right to data portability, right to object, per Regulation (EU) 2016/679: http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.119.01.0001.01.ENG&toc=OJ%3AL%3A2016%3A119%3ATOC
5. Please be also informed that:
a. The period for which your personal data will be stored will be from now until no longer needed for compliance with U.S. laws.
b. You can withdraw your consent, if granted below, at any time and even only orally, but this will not affect the lawfulness of processing your personal data based on your consent before withdrawal.
c. You have legal rights and remedies against any breach of your personal privacy according to articles 77 to 84 of the EU GDPR.
6. Permission is given for personal data to be transferred overseas pursuant to the provisions of article 49 (1)(a) of the EU GDPR, and more specifically to the United States of America, and USF, even if this country were not considered a privacy safe harbor by the EU competent authorities due to the absence of appropriate safeguards unless otherwise communicated permission has been removed to data manager at USF.

